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GSA Guidance on Public
Utility Service Emergency
Planning
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gy GSA: Who Are We

* GSA manages Federal real property/leases and
purchases various products and services needed by
the Federal Government

e GSA'’s Energy Center of Expertise in conjunction
with GSA Regional associates provides expertise
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~1Agy  Background

e Executive Order 12656 — Assignment of
Emergency Preparedness - tasks GSA with:

e Developing national security emergency
operational plans and procedures for the use
of public utility services (other than




{%2003 Background

« FEMA is primary agency tasked with responding
to Federal emergencies/disasters

« Each local area coordinates with FEMA in the
development of a local emergency response plan

e DOE is the lead Federal agency for Support
Function #12 (Energy) in local response plans

* Under the guidance of FEMA and the locality, the




53333 Planning Scenarios

e Post 9/11, GSA began to plan for the most
likely(?) man-made threats to Federal buildings

 Plans for man-made threats would be applicable to
natural disasters

e GSA has not assigned probability to any threat




gy Scenario One: Single
Site Attack

« A single site/building attack would be where a

single building/site is targeted with destructive
force.

o Examples are: Murrah Fed. Bldg attack in OK In
1995; Pentagon & World Trade Center in 2001;




:}‘j{%? Scenario Two: Utility
) Source of Supply Attack

* In this scenario a utility source of supply is
attacked with destructive force with the goal of
Interrupting service over a wide geographic area.

e Targets could be: power plants, transmission
lines, pipelines, substations, water/sewer lines,
pump stations




%% Scenario Three: Attack
District Heating Systems

e |In this scenario a Govt.-owned district
heating/cooling system is attacked with the goal of
Interrupting agency-provided services

e Targets could be: heating/cooling plants, supply
lines
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~1argy  Scenario One Response

Place bldg in emergency operational mode

Assess level of damage to bldg utility systems

When necessary, shut off utility service(s) to the bldg
If appropriate, drain water systems to prevent freezing
Work with local utilities to restore service(s)




5% Scenario Two Response:
Electric

« Communicate with electric utility to assess impact on grid
reliability

o |f stability threatened, then institute Govt-wide load
curtailment measures

 If rolling brownouts are anticipated, close non-essential
Federal buildings

If grid is shut down, shut down all buildings that do not




3%3 Scenario Two Response:
) Natural Gas

e Communicate with natural gas utility to assess impact on
system reliability

 |f stability threatened, then switch all interruptible Govt.
accounts to back-up fuel

 |If supplies are inadequate even after fuel switching, close
non-essential Federal buildings without adequate back-up
fuel




7% Scenario Two Response:
Water

e Communicate with water utility to assess impact on water
supply

 |If water supply insufficient, institute maximum
conservation measures

 |If supplies are still inadequate, close non-essential Federal
buildings




707 Scenario Two Response:
Sewage

e Communicate with sewage utility to assess impact
on wastewater treatment services

 |f wastewater treatment capability is insufficient,
close non-essential Federal buildings

* |f the treatment interruption will be prolonged,




32%3 Scenario 3 Response:
District Heating Plants

« As with gas/steam utilities, severity of impact would be
greatest in winter

« Length of interruption would depend on destruction level
* Response would be similar to electric/gas response

e An ounce of prevention is worth a pound of cure so the
Govt. should understand its system vulnerabilities and take
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« Obtain and keep up to date utility provider contact
Information

« Become familiar with utility emergency/disaster
operational priorities (Will my bldg have priority for
service restoration? Am | protected from rolling
brownouts?)

» Obtain and keep up to date municipal, state, and Federal
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 Put contracts in place for items needed on demand
(i.e. generators, boilers, oil supply, portable toilets,
bottled water)

 |dentify electric, gas and water shut off valves
e Put plans in place to prevent water systems from




2003 Basic Preparations -
=gy Building Evaluation

« Evaluate the following areas identifying: key
system elements; actions should system fail; &
procedures needed to restore system operation

« Building/Site Access
 Utility Services
o Life Safety Systems




;;:%3 Basic Prep. — Building
Evaluation Checklists

» For each key system element develop a checklist
to determine all inspection procedures and items

« Environment Climate Control Systems
— HVAC (incl. Humidification)
— Energy management system
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rergy Conclusion

* Basic message Is to plan ahead for utility
Interruptions

 Probability of events occurring may be low,
but man-made and natural threats do exist

 Planning for utility interruptions can also




