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Weaving Homeland Security 
into the  Fabric of American Life

Randall Yim
Managing Director,
US GAO Homeland Security & Justice
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The Dynamic Context for 
Homeland Security

Changing Security Threats
Making use of what you know

Government Transformation Efforts

Difficult Environment Challenges:
Shifting demographics
Human capital management
Science and technology
Fiscal constraints
Quality of life

Sustainability, Integration & Balance
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Target America
Sources: National Strategy for Physical Protection of Critical Infrastructures and Key Assets

Savannah

• Population: 291 million
• Land Area: 3.4M sq. miles
• Coastline: 5,000 miles
• Maritime Border: 95,000 miles of shoreline 

and navigable waterways
• Infrastructure and Assets

• 1,912,000 farms
• 87,000 food processing plants
• 1,600 municipal waste water facilities
• 87,000 emergency services localities
• 2B miles of telecommunications cable
• 300 inland/coastal ports
• 2,800 power plants
• 300,000 oil and gas producing sites
• 5,000 public airports
• 120,000 miles of major railroads
• 590,000 highway bridges
• 2M miles of pipelines
• 500 major urban mass transit operators
• 26,600 FDIC insured institutions
• 66,000 chemical plants
• 137M postal and shipping delivery sites
• 5,800 historic buildings
• 104 commercial nuclear power plants
• 80,000 dams

Canada: 5,525 mile border
Mexico: 1,989 mile border

•500 million people legally enter the country each 
year

•$1.35 trillion in imports and $1 trillion in exports 
were processed in 2001

•50% of value annually of all U.S. imports arrives 
via 16m containers
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Finding the 
Needle in the
Haystack:

Air Traffic 
before and
after the attack
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Important to Discuss Homeland 
Security in Context of Overall 
National Security
Equally Important to Discuss 
Homeland Security in Non-
Traditional Security Contexts

“De-Compartmentalizing” 
Homeland Security:  

NEIC

President

DefenseTreasury

Enforcement

Secret Service Customs

ATF

FLETC

OFAC

Transportation

TSA

Coast Guard

FAA

Justice

FBI

CT Division

NDPO

NIPC

Criminal Division

TVCS

DEA

INS

Border Patrol

94 U.S. Attorneys

Justice Programs

ODP

Marshals Service

OIPR

NRC

Major Cabinet Departments and Agencies
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Source: White House
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The Mission of the Department of 
Homeland Security (P.L. 107-296)

Prevent terrorist attacks within the United States

Reduce the vulnerability of the United States to 
terrorism

Minimize the damage, and assist in the recovery, 
from terrorist attacks that do occur within the 
United States

Carry out non-homeland security functions

Ensure that United States overall economic 
security is not diminished by homeland security

Sever connections between illegal drug trafficking 
and terrorism
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Before DHS…
Dept. of 

Agriculture

Dept. of 
Commerce

Dept. of 
Defense

Dept. of 
Energy

Federal 
Emergency 

Management 
Agency

General 
Services 

Administration

Agricultural Quarantine and 
Inspection Program

Plum Island Animal 
Disease Center

Critical Infrastructure 
Assurance Office

National Communications 
System

National Biological 
Weapons Defense Analysis 

Center

National Infrastructure 
Simulation and Analysis 

Center

Chemical, Biological, 
Radiological, and Nuclear 

Countermeasures

Federal Protective Service

Federal Computer Incident 
Response Center

Dept. of Health 
and Human 

Services

Dept. of 
Justice

Dept. of 
Transportation

Dept. of the 
Treasury

Strategic National Stockpile 
(Pharmaceuticals)

Immigration and 
Naturalization Service

Office for Domestic 
Preparedness

Federal Bureau of 
Investigation

Transportation Security 
Administration

Coast Guard

Customs Service

Secret Service

Federal Law Enforcement 
Training Center

Immigration 
Enforcement

Immigration Services

National Domestic 
Preparedness Office

National 
Infrastructure 

Protection Center

Domestic Emergency 
Support Team

Source: President’s FY 2004 Budget
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Department of Homeland Security

Deputy 
Secretary

Department of Homeland 
Security (Secretary)

Coast Guard

Transportation 
Security 

Administration

Source: President’s FY 2004 Budget

Bureau of Citizenship and Immigration 
Services
Citizenship and Immigration Svc. 
Ombudsman
Shared Services

Secret Service

Border & 
Transportation 

Security 
Directorate

Emergency 
Preparedness & 

Response 
Directorate

Information 
Analysis & 

Infrastructure 
Directorate

Science & 
Technology 
Directorate

Management

Bureau of Customs 
& Border Protection

Bureau of 
Immigration & 

Customs 
Enforcement

Office for 
Domestic 

Preparedness

Federal Law 
Enforcement 

Training Center

Information 
Analysis

Infrastructure 
Protection

Homeland Security 
Advanced Research 

Projects Agency

Office for National 
Laboratories
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DHS Homeland Security Mission 
Areas

Information 
Analysis & 

Infrastructure 
Protection

Science & 
Technology

Emergency 
Preparedness & 

Response

Border & 
Transportation 

Security

Analyze law enforcement and intelligence information from federal, 
state, local, and private organizations to identify and assess threats and 
vulnerabilities, and identify priorities.  Develop a national plan for 
securing key resources and critical infrastructure.  Administer the 
Homeland Security Advisory System.
Develop a national policy and strategic plan to identify and develop 
countermeasures for chemical, biological, radiological, nuclear, and 
other terrorist threats.  Assess and test vulnerabilities and possible 
threats.  Conduct basic and applied research.

Ensure effectiveness of emergency response providers to terrorist 
attacks, major disasters, and other emergencies.  Provide the federal 
response to attacks and major disasters and aid in the recovery. Oversee 
national response and recovery strategy.

Prevent entry of terrorists and terrorist instruments.  Secure the 
borders, waters, ports, terminals, waterways, and air, land, and sea 
transportation systems.  Carry out immigration enforcement functions.  
Govern rules for visas or other forms of entry.

Coast Guard Responsible for the U.S. Maritime Defense Zone, countering threats to 
the nation’s coasts, ports, and inland waterways.

Secret Service Protect the President and senior executive personnel as well as the 
country’s currency and financial infrastructure.

Citizenship & 
Immigration 

Services

Administer the nation’s immigration laws.
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Agriculture, Rural Development, FDA and Related Agencies

Commerce, Justice, State and the Judiciary

Defense

District of Columbia

Energy and Water Development

Interior

Labor, Health and Human Services, and Education

Transportation

Treasury, Postal Service, and General Government

VA, HUD and Independent Agencies Communications

Aviation

Consumer Affairs, Foreign Commerce, & Tourism 

Surface Transportation and Merchant Marine

Oceans, Atmosphere, and Fisheries

Science, Technology and Space

Appropriations IntelligenceFinance

Agriculture, Nutrition, 
& Forestry

Veterans 
Affairs

Commerce, Science, & 
Transportation

Health, Education, 
Labor, & Pensions

Environment & 
Public Works

Armed Services

Banking, Housing 
Urban Affairs

Judiciary

Energy & Natural 
Resources

Governmental Affairs

Agriculture

Armed Services

Intelligence Energy & 
Commerce

Financial Services Transportation & 
Infrastructure

Science Resources

JudiciaryGovernment Reform

Veteran’s Affairs

Ways & MeansAppropriations

Commerce, Justice, State and the Judiciary

Agriculture, Rural Development, FDA and Related Agencies

Defense

District of Columbia

Energy and Water Development

Interior

Labor, Health and Human Services, and Education

Transportation

Treasury, Postal Service, and General Government

VA, HUD and Independent Agencies

Economic Development, Public Buildings &  Emergency Management

Coast Guard

Railroads

Aviation

Water Resources and the Environment

Energy and Air Quality

Health

Oversight and Investigations

Commerce, Trade, and Consumer Protection

Public Health

International Trade

Energy

National Parks

Water and Power

International Security, Proliferation, and Federal Services (USPS)

Oversight of Government Management, Restructuring, and the District

Financial Institutions

Personnel

Emerging Threats and Capabilities

Transportation, Infrastructure, and Nuclear Safety

Immigration

Technology, Terrorism, and Government Information

Marketing, Inspection, and Product Promotion

Research, Nutrition, and General Legislation

Health

Terrorism and Homeland Security 

Trade

Energy

Research

National Security, Veteran’s Affairs, and International Relations

Livestock and Horticulture

Military Research and Development 

National Parks, Recreation and Public Lands

Crime, Terrorism, and Homeland Security

Immigration and Claims

Capital Markets, Insurance & Government Sponsored Enterprises

Committees 
with Homeland 

Security  
Jurisdiction

SENATE
HOUSE
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Shifting Demographics
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Revenue

Composition of Spending as a 
Share of GDP

Source:  GAO March 2002 analysis.

Percent of GDP

Social Security

Net Interest Medicare & Medicaid

All  Other Spending

Assuming Discretionary Spending Grows with GDP 
and the Tax Cuts Do Not Sunset
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Economic Issues
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Federal
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$20.6

$12.3

$41.0 $41.3

State & Local

$6 $2.6

Private

$82.5
to 
$110

FY 2002 FY 2003 FY 2004

Funding Homeland Security (including DOD)

Sources for federal funding: FY04 President’s Budget, Table S-5; DHS FY2003 Supplemental Fact 
Sheet; FY2003 Emergency Wartime Supplemental Appropriations Act
Source for state, local, private costs: OHS’ National Strategy for Homeland Security, 7/02

State Local
Costs 9/11/01
thru 2002

Annual
Estimates

Billions

Estimated

Enacted 
Supplemental

Enacted 
Supplemental

$4.5
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4%

All other agencies
1%
Agriculture

3%
Energy

12%
HHS

19% Justice

22%
DOD

2% 
State/
International

20%
Transportation

8%
Treasury 9%

FEMA

Homeland Security Distribution
of FY 2003 Request by Agency

Source: President’s FY 2003 Budget Proposal 22

Homeland Security Distribution
of FY 2004 Request by Agency

All other agencies

HHS
9% Justice

State/
International

Source: President’s FY 2004 Budget Proposal

Homeland Security
58%

6%

Energy

3%
6%

2%

DOD
16%
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National Security Strategy
of the United States
of America National Strategy for

Homeland Security

National Strategy for 
Combating Terrorism National Money

Laundering Strategy

National Strategy
to Secure Cyberspace

National Military Strategy

National Strategies’ Relationships

National Strategy for the Physical Protection 
of Critical Infrastructure and Key Assets

National Military 
Strategic Plan for 
the War on 
Terrorism National Strategy

to Combat Weapons
of Mass Destruction

24

Who’s In Charge?
What Am I Supposed To Do?
How Can I Possibly Meet All 
These New Requirements?
How Am I Paying for This?
What Am I Leaving Behind?

Why is this 
Important to You?
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Federal First Responder
Grant Programs

Department of Homeland Security Department of Justice Department of Health and Human Services

Border and
Transportation 

Security 
(ODP)

Emergency 
Preparedness
And Response

(FEMA)

Office of 
Justice  

Programs

Office of 
Community 

Policing 
Services

Center for 
Disease 

Control and
Prevention

Health
Resources

And Services
Administration

State 

City/County

Law
Enforcement Fire Emergency

Medical Service
Public Health/

Hospitals
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Sustainability
Integration
Balance

Weave Homeland Security into 
Existing Programs – Not “Drop 
Everything Else” for Homeland 
Security
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National Strategies for 
Combating Terrorism

Requirements for Federal, 
State, Local and Private 

Sectors

Threat Advisory 
System

Threat and Risk 
Assessments

Incremental Costs due to 
Homeland Security 

Requirements

Policy and 
Management 
Implications

Tools of Government –
Govt. Stimulus 

Programs and Grants

Threat Advisory 
System 

Adjustments

OVERALL 
STRATEGIC 
APPROACH
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Designing Effective 
Government Stimulus Programs

Source: Paul C. Light, The True Size of Government.

Grant Created
14%

Federal 
Civilian

11%

Uniformed Military
9%

U.S. Postal
5%Contract Created

34%

State and Local
Mandate

27%
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Sustainability
Integration
Balance
Accountability

Weave Homeland Security into 
Existing Programs – Not “Drop 
Everything Else” for Homeland 
Security
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Love Canal:  A Sea Change in the 
Environmental Movement
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Balances Not Necessarily 
Tradeoffs
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Defining Homeland Security 
Success
What is the goal of the homeland security 
mission?  Are we defending America--the 
nation--or protecting every American from 
every conceivable terrorist threat?
If we set the bar too high we face 
unaffordable resource requirements--a 
black hole of spending--and untenable 
loss of personal freedoms.  If we set it too 
low, American citizens may lose 
confidence in their government’s ability to 
protect the nation from terrorism.  If we 
fail to answer the question, we have no 
context for decision-making--no way to 
prioritize investments--and no way to 
measure progress. 

Ruth David--ANSER Institute of Homeland Security
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The International 
Perspective

Polling Data from the
PEW Global Attitudes Project

June 2003
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International Support for US 
Efforts against Terrorism
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Opinion of Institutions

36

View of 
Americans 

as 
Individuals
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Opinion on 
Role of 

Government
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Value of 
Globalization
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Factors in 
Terrorism

40

Views on 
Isolation
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